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Abstract

Deepfake technology, which allows the creation of manipulated, yet highly
realistic, content have made it difficult to ascertain the integrity of any form of
digital media. In order to solve this problem, we introduce an end-to-end deep-
Keywords: learned framevyork called Discrepancy-Awan_a Forgery Detect_ion Network
Deep  fake technology (DAFDN) _dedlqated to the tasl_< of detecting fo_rged media to tackl_e
Manipulation clues, Spatial Trepresentation biases and capture irregular patterns in forgery samples. This
analysis, Detection accuracy, consists of a Feature Representation Extractor (FRE) and a Feature
Celeb-DF dataset. Refinement Module (FRM), and both jointly generates representative but not
biased feature representations. In addition, an Attention-Guided Feature
Rectification (AGFR) mechanism is adopted to both combine and refine
features, and the Discrepancy-Aware Interaction Module (DAIM) explores the
manipulation clues through regional and channel-level discrepancy. To
improve detection, the framework uses Region-Aware Forgery Detection
(RAFD) by spatial analysis and Channel Discrepancy Analysis (CDA) by
channel-wise exploration. Utilizing data, no later than October 2023, our
method surpasses state-of-the-art methods under challenging datasets such as
Celeb-DF, WildDeepfake, and DFDC, indicating our success in detecting
minute manipulations. This research significantly enhances deepfake detection
by utilizing sophisticated techniques to fine-tune representations and exploit
differences.
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1. Introduction

The technology of deepfake media has advanced programs, such as Facelab and FaceApp . The

significantly since its debut in 2017. According to a
major UK newspaper, the word was coined by a
social media user who substituted famous people’s
faces in a number of pornographic movies [1]. The
novel aspect of this technology, which enables users
to create amusing material, was the original driving
force for the birth of several faceswapping

OPEN ACCESS

whole community is becoming more aware of this
technology's broad possibilities as well as any
potential downsides. The rapid development of
artificial intelligence (Al), especially in the fields of
machine learning (ML) and deep learning (DL), has
accelerated the technology's evolution and aided in
the dissemination of false information across our
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society. Deepfake media's early versions were
simple and frequently connected to static pictures of
poor quality. Higher-quality photos and videos are
now given priority due to recent developments in
deep learning model training and the growth of
open-source content creation techniques. As we get
closer to a critical level, it gets harder to distinguish
between fake and real media. The seriousness and
dangers of prominent public personalities whose
dishonesty has enabled the spread of false
information through fake news have been
highlighted in recent news headlines. A "deepfake"
is a media synthesis method that makes use of
artificial intelligence [2-4]. Artificial methods for
creating fake information, including fake photos
and movies, have become more prevalent in recent
years. "Deepfake™ is a phrase that combines the
terms "Deep"” and "fake" to refer to artificial
material produced using Deep Neural Networks
(DNNs). As seen in Figure 1, the deepfake
technique produces realistic-sounding and accurate
audio and video, which makes it difficult for people
to recognize authenticity, when using deepfake
content, Figure 1 shows Deep Fake Technique.

Deepfake Generation

Deepfake

Figure 1 Deep Fake Technique

The term "deepfake" describes the alteration of face
characteristics or emotional emotions, as [5-7]. The
face picture of one person is replaced with another
in deepfake movies, which may violate public
domain rights and endanger the person who is
impacted. Recent developments in this technology
have led to imitations that closely mimic real
articles, making it more difficult to distinguish
between real and fake images and videos. By
combining, swapping out, or imposing pictures or
movies for misleading ends, artificial intelligence
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(Al) may produce deepfake images or videos [8-
10]. Facial emotions, facial alignment, and face
classification are the main obstacles in deepfake
detection. The crucial first step in the deepfake
detection procedure is facial feature analysis.
Deepfake defections require a high degree of formal
communication to be implemented [11-12]. In
many  applications, including  automated
immigration  systems, intelligent inspection
systems, and identity verification systems, face
recognition plays a crucial self-regulating role.
Within the topic of deepfake detection, face
recognition and face verification are separate
subfields. Face recognition technology finds the
image that most closely matches the samples that
are presented [13-15]. Facial feature recognition
has become more popular in both practical and
scholarly applications. A notable development in
deep learning technology has sparked the
modification of face characteristics. On the other
hand, facial wrapping depends on the facade, the
face's emotion, movement, and general look. It is
really difficult to find a realistic face in these
situations.  Large-scale data collection and
classification is a difficult procedure that takes a lot
of time to complete successfully. Even though the
publicly accessible datasets are expensive and have
a high failure tolerance, they cannot accommodate
any changes. The lack of sufficient facial training
datasets is addressed by face data augmentation.
DeepFakes are incredibly lifelike simulated
pictures and movies produced by combining
computer vision algorithms, such as autoencoders
and Generative Adversarial Networks (GANS),
with deep learning techniques. Using deep learning
methods with artificial media makes it easier to edit
images or movies, enabling anybody to make
changes without needing to know anything about
machine learning. In addition to negatively
impacting the lives of those targeted, the use of
these technologies may increase political
instability, enable acts of terrorism, violence, or
civil unrest, and aid in the spread of hate speech and
false information [16]. The synthesis and
improvement of human facial features is one of the
uses of Al-driven DeepFakes in computer vision
and graphics. The rapid advancement of deepfake
technologies has presented a dual-edged sword in
the realm of digital media. While these technologies
offer groundbreaking possibilities in content
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creation and entertainment, their misuse poses
serious threats to information integrity, privacy, and
societal trust. The proliferation of convincing fake
media has made it increasingly difficult for
individuals and systems to differentiate between
authentic and manipulated content, emphasizing the
urgent need for robust detection mechanisms. Our
work is driven by the mission to address this critical
challenge. By leveraging innovative techniques and
methodologies, we aim to bridge the gap between
existing detection limitations and the escalating
sophistication of deepfake generation. This research
not only contributes to advancing the field of digital
forensics but also reinforces the broader goal of
safeguarding digital ecosystems and fostering trust
in an era of rapid technological evolution [17].

e Introduction of a Novel Discrepancy-
Aware Forgery Detection Network
(DAFDN): The study proposes a two-phase
framework combining Feature
Representation Extractor (FRE) and Bias
Reduction to address identity expression
bias. This innovative architecture ensures
unbiased identity feature representation,
significantly improving the detection of
forged facial data.

e Development of  Attention-Guided
Feature Rectification (AGFR): A novel
attention-based = mechanism  integrates
identity and correction attributes, allowing
for the effective correction of identity bias.
This scheme emphasizes critical identity
features while addressing inconsistencies,
leading to more accurate detection of
manipulated data.

e Incorporation of Region based and
Channel-Based Discrepancy
Exploitation: The methodology introduces
a Discrepancy Exploitation Module that
extracts forensic clues from both regions
based and channel perspectives. By
leveraging local area attention and channel
re-weighting techniques, the approach
enhances the identification of subtle
manipulation  traces, ensuring robust
performance across diverse datasets.

2. Related Work

Artifacts found in both the region based and
frequency domains have revealed important
information about the pixel formation in the spatial
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domain that constitutes the overall image over time,
or the frequency representation including low- or
high-frequency components in the frequency
domain, which relates to the rate of change in pixel
information. Due to constraints on processing
power and production time, deepfake algorithms
are limited in their capacity to produce face pictures
up to a certain size [18]. In order to match the face
arrangement of the source, affida warping is
necessary. Face warping produces a variety of
aberrations due to the disparity in resolution
between the warped facial area and the surrounding
features. According to [19], realistic photos are
trained using the variational auto-encoder, which
classifies them as synthetic along with other
pictures. The blending limitations for face
swapping method detection were defined by [20].
Another approach uses neural networks, including
regular neural networks, customized deep
networks, and other variants, to detect the fake
traits. The effectiveness of the neural approaches
was impressive. Among the uses of deepfaked
products are extortion and interest termination. The
term "deepfake" describes a real-time digital
impersonation of a UK CEO that is used to transmit
sensitive data or carry out an urgent financial
transaction. The integrity of national policies and
procedures is seriously threatened by Deepfake
technology, which must be acknowledged in order
to solve the problem of nations with no public
disagreement [21]. In their fashion presentations,
corporations may use a variety of models with a
range of body shapes, heights, and skin tones.
Furthermore, they could work with attractive
models who don't always meet the criteria for
glamor models. Deepfakes also enable users to
produce highly customized material that may be
used as models. Customers may evaluate items
before making selections by using the technology to
provide virtual try-ons. Apart from that, it creates
customized fashion ads that change according to the
target demographic, weather, and time of day [22]
presented the Deep Convolutional Generative
Adversarial Network (DCGAN), a more stable
computational architecture, to improve training
stability. Instead of using pooling and batch
normalizing approaches, the researchers used deep
convolutional networks, showing enhanced picture
synthesis performance by using an arithmetic
vector. A year later, in an effort to improve the
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precision and dependability of learning results,
researchers at National Vision Instrument and
Advanced Graphics (NVIDIA) introduced a novel
network design called the Progressively Growing
Generative Adversarial Network (ProGAN). In the
end, inferior quality data improves an algorithm's
properties during training. StyleGAN is a network
variation that is based on ProGAN. According to a
study of the literature, the researchers modified the
generator approach by using Adaptive Instance
Normalization (AdalN) to execute creator training
at each CNN layer. Typically, the developer uses
the given vector to create a consistent posture or
style. [1-5]

3. Proposed Methodology

The proposed study is aimed at detection of fake
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faces that are created by technologies such as
deepfake that resolves the identity expression bias
issue and exploitation of inconsistencies. A novel
“Discrepancy-Aware Forgery Detection Network
(DAFDN)” is proposed in this paper. The
framework of the proposed model is given in the
figure 1 below. This section of the paper
emphasises on the correction structure and the
attention  scheme for correction  module.
Furthermore, an exploitation scheme for
inconsistencies is proposed for improvisation of
tracing clues of the inconsistencies. Lastly, the
training details of the proposed model are
discussed. Figure 2 shows Proposed Framework.

Region-Aware
Forgery
Detection

Share Similar
Weights

| Feature
Refinement g
Module (FRM)

(RAFD)

Attribute (
Map

Attribute \ _
Map . (

Channel
Discrepancy
Analysis (CDA)

Attribute
Map

Map

Attribute
Map

‘

Figure 2 Proposed Framework

3.1. Representation Bias Rectification
Traditionally, a detection task for forgery is
considered as a verification task for identity.
Having a query suspect picture z*query and the
relating real picture used as reference z”*reference
for the same object, the detector for identity has to
retrieve the features and further push them
separately is the z*query is found to be fake and pull
it together if found real. Although, the extractors for
the existing identity normally do not possess
discrimination to fake content considering the
extent of the identity biased issue. Hence, the
proposed work is developed using a two-phase
structure and is majorly aimed as correcting this
issue of bias. The proposed methodology has a two-
phase structure, namely the Feature Representation
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Extractor (FRE) and the Feature Refinement
Module (FRM). Both these phases use the same
weights at the time of query processing as well as
referencing of pictures. The Feature Representation
Extractor (FRE) phase is trained considering real
time images and is also responsible to map the facial
pictures to the space of representation. The feature
retrieval of the facial identification using Feature
Representation Extractor (FRE) is normally biased
and requires detailed correction. While considering
the Feature Refinement Module (FRM), a
consistent structure is utilized along with the
Feature Representation Extractor (FRE) and is also
in-charge in omitting representation-based bias.
Particularly, the images are fed into the Feature
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Refinement Module (FRM) simultaneously to
result in the corresponding correction data.
Furthermore, the biased attributes from the Feature
Representation Extractor (FRE) phase as well as the
correction data from the Feature Refinement
Module (FRM) is integrated for computation that
results in the unbiased representation expression for
detection of forgery. The frozen Feature
Representation Extractor (FRE) phase guarantees a
consistent mapping from the facial pictures for
identification. The Biase Reduction phase adapts
this biased attribute to the task of detecting forgery.
The working of the two phases requires a swap
between the emphasis on representation data as well
as the effectiveness of the detection task, that
efficiently facilitates the performance of the
proposed model. [6-10]

3.2. Attention-Guided Feature Rectification

(AGFR)

For the proposed study, emphasize on the working
of the two phases and realization of bias correction,
a novel Attention-Guided Feature Rectification
(AGFR) Scheme is implemented which is described
in the figure 2 given below. This component is used
to integrate the attributes retrieved from the two
phases and gather the concluding representation
expression. While, for each input facial picture z,
we initially implement the Feature Representation
Extractor (FRE) and the Feature Refinement
Module (FRM) for processing the images, that is
formulated below, respectively

4Generic = Generic(z) (1)
Apiasreduc = BiasReduc(z) (2)

Here, the attribute maps that are retrieved is
expressed as A_Generic, A" BiasReduc belongs to
TAMIxYxXE) for the Feature Representation
Extractor (FRE) and the Feature Refinement
Module (FRM)s, the parameters of feature maps are
given as J,Y,E that denotes height, width and the
count of channels, respectively. We observe that
A Generic is directly implemented for the
correction procedure, wherein the features map of
Feature Refinement Module (FRM) given as
A" BiasReduc requires to be fed in the to eliminate
any of the inconsistencies that could be present.

Agiasreduc = DiscrepAware (ABiasReduc) (3)
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In the above equation, A BiasReduc belongs to
TAIXYXE) has similar dimensions with the input
attribute map A" BiasReduc. Further with the
representation attribute maps A_Generic and the
correction attribute map A _BiasReduc, this is fed
into the Bias Correction using Attention Scheme for
feature integration and bias correction. In
conclusion, a flatten operation and completely
linked layer mapping is implemented to A_Generic
and A_BiasReduc that results in expression of
every branch h_Generic,h_(BiasReduc ) belongs to
TAE. Further, this is summated to obtain the
corrected representation expression h of the initial
input facial picture

h = hgeneric + . hpigsreduc (4)

Here, the scaling factor is denoted as ®. Normally,
o=2.

3.3. Discrepancy-Aware Interaction Module

(DAIM)

Traditionally, the fake detection techniques relating
to  representation normally  retrieve the
representation expression for every picture
separately for computations that are similar.
Although, this technique does not consider the
interaction for reference queries relating to
discrepancy exploitation, this makes it difficult to
efficiently track clues that are forensic. To promote
the interaction for reference queries, a Discrepancy
Exploitation Module is proposed while combining
it with the Feature Refinement Module (FRM) for
exploitation of clues that are inconsistent for both
channel as well as spatial outlook. While
considering the Feature Refinement Module (FRM)
attributes of paired reference query pictures,
initially the discrepancies that are region basedly
based are exploited. In particular, an Representation
Kernel producer denoted as Jgerne; 1S proposed for
producing an adaptive kernel that is aware of the
areas that is capable of activating the distinctive
local area for both the reference as well as query
pictures. Also, we individually feed the Feature

Refinement Module (FRM) attributes
rquery Areference H
ABiasReduc and ABiasReduc Into DKernel for

production of area aware kernels for every cross-
over path. While considering an example of
AreaKerneld4“e"Y

uery _ ~reference
AreaKerneld%e"Y = DKernel(ABiasReduc) ®)
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The area aware kernels AreaKernel?“€"™ and
AreaKernel™eference gre  convolutional Kkernels
having dimensions 1 by 1. Considering the
example of AreaKernel?¢"Y, which is derived

using the A7¢/¢T€™ and s also expressed as

BiasReduc
query query query
AreaKernel {AreaKernelweight, AreaKernely; .~ |,

query -
here AreaKernel,,, ;. is used to express the

weight of the kernel and the bias of the kernel is
given as  AreaKernell:<”.  Similarly,
AreaKernel@ference is derived using the query
attribute  and has a similar form to
AreaKernel?€™Y,  While we have the
AreaKerneld“e™Y and AreaKernel™¢férence that
consists of prior data of each other, we use the
kernels for computation of activation region
basedly to attain the local area masks respectively.

Considering P7““"” as an example

query __ query rquery
Pt - (p(AreaKernelweight © ABiasReduc +

AreaKernel ;7 (6)

For the above equation (6), the computation of

convolution is expressed as @. Also P/ 7" is
derived in the same manner. The area derived masks

pery, Ptref TN pelongs to T/XY that identifies
distinctive inconsistency areas that is based on the
above-mentioned local attention activation. In
conclusion, the attribute maps  having
inconsistencies regionally exploited are computed

1 jquery _ query rquery
USII}g ABiasRedufc - Pt G?ABialsReduc and
sreference __ preference rreference . .
Apiasreauc = b ~quer§) Agiasreduer N which
case ABiasReduc and
Aererence helongs to T/XY*E that shares similar

dimension with input attribute maps, the
multiplication that is performed regionally is
expressed as (. In theory, the Representation
Kernel producer efficiently produces a reference-
query relation using the spatial point of view. The
AreaKerneld“e™ and AreaKernel™¢férence that
is generated, consists of prior information of the
other in a cross over path. The kernels are capable
of mutual activation of the inconsistent areas locally
between the pictures of reference and query.
Therefore, the inconsistency regionally is
sufficiently exploited to encourage detection of
forgery. This component is used to integrate the
attributes retrieved from the two phases.
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3.3.1. Channel Discrepancy Analysis
(CDA)

After  Exploitation based regionally, the
exploitation on the basis of channels is proposed
further for increased comprehensive clues. In
traditional methods, it shows that the partial
channels normally have increased distinctive data in
comparison to the others, this shows it is
advantageous to focus on these important channels
for higher number of clues that are inconsistent.
Therefore, we proposed to allot weights for the
channel size in accordance with each of their
contributions towards exploitation of discrepancies.
Although, various channels having lesser
distinctions is removed directly while optimization.
In particular, when the attribute maps of query and

reference are given A%"Y  and A TenCe  here
the similarity value id denoted as u; of the [ — th

channel attributes is formulated as given below

= similarity (A3, g, Arelerence) (7)
Here, the function of cosine similarity value is
given as similarity(-). For the tracing and
highlighting of discrepancy clues that are subtle, the
u; value is considered in negation and we obtain the
weight of the channel with the softmax function
given as Y =M X softmax(—u), here
Y belongs to TE, u is evaluated similarity value
vector and the scaling factor is given as M. The [ —
th channel contribution is denoted as Y; for
exploitation of inconsistencies for query-reference.
Therefore, in this study we use this important metric
and implement it to emphasize the sensitive channel
for inconsistencies. Particularly, the channel data is
re-weighted for attribute maps of t=both query and

- . - . Tquery _
reference considering Y, which is Ap; = .. .=

Y @ ALY e ® is used to express
multiplication related to channels. Additionally, for
further enhancement of the concentrated
exploitation of discrepancies, we propose a channel
dropout technique in Discrepancy Exploitation
Module. Particularly, the channels are considered
with comparatively low Y values as insensitive-
inconsistent channels, that aid little to detection of
forgery. Furthermore, these channels are directly
ignored while gathering more distinctive facial
attributes. Considering query attributes as an
example [11-15]
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pauery _ {Ag?jgedw, if l belongs to TOP(Y, P)
BiasReduc,l 0’ otherwise
(8)

For the above equation (8), [ belongs to [1,E] is
used to express the channel index, the items of the
P channel having the highest weight score Y is
expressed as TOP(Y,P). However, the dropout
ratio for channels is given as ((E — P)(E)™1).

Here, ALcr7en<e is also obtained similarly.

3.3.2. Discrepancy-Aware Forgery Detection
Network (DAFDN) Optimization

Consider we have a pair of pictures for query and
reference denoted as z9“¢™Y and z"éference  the
above sections show the retrieval of distinct
attributes  for h9“€™Y and  h"éféTence  having
representation bias correction and interaction of
query-reference. Further, the inference and the
optimization of the proposed model is discussed.
The proposed Discrepancy-Aware  Forgery
Detection Network (DAFDN) is followed by a
training technique that is based of metrics. In
particular, the training set has a random subject that
Is chosen for each batch for optimization, and then
the real as well as the forged facial pictures of the
subject comprise of the training information of the
batch collectively. Furthermore, a real picture is
sampled at random as the reference picture denoted
as zreference  and the remaining pictures Q is
expressed as query pictures given as
{(Z*7, zrelerenceyy?_ . Particularly, the label
picture is given as a,, where zero expresses fake
and real is expressed by one. For each query picture
Z94eTY it is paired with z"¢femence and computed
using cosine similarity value Pk =
similarity (R, h;/¢T"®) of the retrieved

attributes A" and h*/°"*"°, During the phase
of optimization, the query pictures and the reference
pictures are pushed away if the query is fake and
pulled collectively if it is real. Therefore, the loss
function for optimization is formulated as given
below

LossFunc = —(Q)™* Tp_,{ar log(e(pi)) + (1 —
a)log(1 — o (pi))} ©)

Here, the sigmoid function is given as ¢(+), this
normalizes the similarity value of p, equivalent to
0 to 1. For the inference phase of this model, we
have a suspect query picture z7“¢"Y and the relating
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reference picture that is real which is denoted as
zreference  This js fed into the proposed
Discrepancy-Aware Forgery Detection Network
(DAFDN) for retrieval of identity attributes that are
unbiased. Further, the cosine similarity value is
evaluated between the above attributes for detection
of forgery. Normally, a similarity value that is
higher indicates towards a query picture being real
and the query picture is detected as a fake when the
similarity value is low. At the phase of
implementation, the boundary that lies between the
samples that are forged and real is valued to 0.65 for
various datasets. [16-20]

3.3.3. Performance evaluation
The performance evaluation highlights the
effectiveness of various methods across the Celeb-
DF, WildDeepfake. Results show significant
variation in detection accuracy, with certain
methods demonstrating superior adaptability to
high-quality and diverse deepfake scenarios. The
findings underscore the importance of advanced
techniques and robust training for achieving high
detection performance. Overall, the evaluation
emphasizes the need for reliable approaches to
address the challenges of deepfake detection. The
detection performance of PS is evaluated using four
high-visual-quality Deepfake video datasets, the
WildDeepfake dataset [22], and the Celeb-DF
dataset [23]. The Celeb-DF dataset contains a total
of 5,639 DeepFake videos characterized by high
visual quality. The WildDeepfake dataset is
constructed with a prolonged training duration and
an extensive collection of high-visual-quality face
photographs, resulting in a well-designed resource.
A total of 7314 face sequences exist, the faces
presented here are extracted from a dataset
comprising 707 Deepfake movies sourced from
online platforms. The cross-dataset model utilizes
the FaceForensics++ dataset for training purposes.
The FaceForensics++ dataset comprises four
distinct categories of manipulated videos, including
DeepFakes [25], along with 1000 original video
samples. [21-25]
4. Results
Deepfakes also enable users to produce highly
customized material that may be used as models.
Customers may evaluate items before making
selections by using the technology to provide
virtual try-ons Table 1 shows performance on the
thee dataset
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Table 1 Performance On the Dataset

Method Celeb-DF WildDeepfake
SDAFDNL [24] 76.3 70.3
NoiseDF [25] 75.9 62.5
DisGRL [26] 70 66.7
STN [27] 67.6 62.1
FT-two-stream [28] 65.6 59.8
Xia et al. [29] 52.2 68.7
Oc-fakedect [30] 66.3 62.2
RECCE [31] 68.7 64.3
BRCNet [32] 70.9 68.3
ES[33] 76.1 72.4
DAFDN 80.87 78.97

The provided bar graph illustrates the performance
of various methods on the Celeb-DF dataset.
Among the methods, ES achieves the highest score,
standing out as the most effective approach for this
dataset. It is closely followed by NoiseDF and
SPSL, which also demonstrate strong performance
but fall slightly short of ES. Methods such as
DisGRL, STN, and BRCNet 36 show moderate
effectiveness, with their scores clustered in the mid-
range, indicating they perform reasonably well but
do not reach the level of the top-performing
methods. On the other hand, Xia et al. 29 emerges
as the weakest performer, with the lowest score,
suggesting limited effectiveness on this dataset.
Overall, the graph highlights a clear distinction in
performance levels, with ES leading the group and
demonstrating superior capability in handling the
Celeb-DF dataset. Figure 4 shows Comparison of
Celeb-DF Performance Scores Of Different
Methods [26-30]

Celeb-DF

value
38883
Xia et al. ——

STN ——
RECCE mmmmmm
DisGRL n———
BRCNet m—
NoiseDF ——
ES mm——
SPSL —
PS E—

FT-two-stream ——
Oc-fakedect —

Methodology

Figure 2 Comparison Of Celeb-DF
Performance Scores Of Different Methods
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The graph displays the performance of different
methods on the WildDeepfake dataset. The bar
graph compares the performance of several
methods on the WildDeepfake dataset. Among the
methods, DAFDN achieves the highest score,
followed closely by ES, indicating their superior
performance on this dataset. Methods like BRCNet,
RECCE, and Oc-fakedect also show competitive
results, positioned slightly below the top-
performing methods. NoiseDF and DisGRL
demonstrate moderate performance, falling within
the mid-range of scores. On the other hand, FT-two-
stream and Xia et al. represent the weaker
performers, with lower scores indicating less
effectiveness on this dataset. Overall, the graph
highlights a range of performance levels, with
DAFDN and ES leading the pack as the most
effective approaches for WildDeepfake data. Figure
5 shows Comparison of Wild Deep Fake
Performance Scores of Different Methods.

WildDeepfake

value
P N W D U1 O
O O O O O o o
I
I
I
I
I
I
I
e e
N
e
e

Methodology

Figure 5 Comparison of Wild Deep Fake
Performance Scores of Different Methods

Conclusion

The increasing sophistication of deepfake
technology poses significant challenges to the
integrity of digital media. In this study, we
introduced the Discrepancy-Aware Forgery
Detection Network (DAFDN), a robust deep
learning framework designed to address these
challenges by leveraging innovative mechanisms
for detecting forged content. The proposed
architecture integrates a Feature Representation
Extractor (FRE) and a Feature Refinement Module
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(FRM) to generate unbiased and robust feature
representations. Furthermore, advanced
mechanisms such as Attention-Guided Feature
Rectification (AGFR) and the Discrepancy-Aware
Interaction Module (DAIM) enable the framework
to  exploit regional and  channel-level
inconsistencies effectively. The inclusion of
Region-Aware Forgery Detection (RAFD) and
Channel Discrepancy Analysis (CDA) further
enhances the model’s ability to localize subtle
manipulations and focus on discriminative features.
Comprehensive evaluations on benchmark datasets,
including Celeb-DF, WildDeepfake, and DFDC,
demonstrate that DAFDN consistently outperforms
state-of-the-art  methods, achieving superior
accuracy in challenging and diverse deepfake
scenarios. [31-33]
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