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1. Introduction

Increasing the increase of automated robots is a 

significant threat to the integrity and safety of the 

online system. Bots are used to spam, steal data, 

offend security measures and degrade the user 

experience. Traditional CAPTCHA (fully 

automated public touring tests to separate 

computers and humans) are no longer reliable, as 

robots can now solve even more complex 

challenges, while humans often draw drawers and 

infiltrate these systems. To provide a smart and 

more user-profit solution, the project presents a 

behavioral approval system that uses machine 

learning to distinguish between human users and 

robots. Instead of relying on the visual puzzle, our 

approach utilizes passive data collection methods, 

especially system behavior and environmental 

indicators such as mouse movement patterns and 

key pressure behavior. These properties create a 

unique behavioral profile for each user during the 

interaction. Using these parameters, we train a 

randomly classify to recognize the difference 

between bot and human behavior. The trained 

model then predicts real -time user types based on 

the interaction that is collected. This document 

presents a detailed interpretation of the function of 

the system, including data collection techniques, 

processing steps, model training, testing and 

evaluation processes. The main goal is to design an 

accurate and adaptive system that provides secure, 

fast and non-intrusive approval to protect websites 

from automatic content hazards. [1] 

1.1. Methods of Data Collection 

To enable effective bot detection, we focus on 

capturing distinct behavioral signals from users 

during interaction. These signals are collected 

passively in the background to ensure minimal user 

interference while maintaining accuracy in 

classification [2] 
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Automatic bots increasingly compromise the security and reliability of online 

platforms, requiring effective detection mechanisms. This paper proposes a 

behavioral-based framework to distinguish human users from the bots 

through the analysis of keystroke dynamics and mouse movement patterns. A 

dedicated web-based interface was developed to capture real-time 

interaction data, including writing speeds and cursor trajectories. These 

features were collected in a structured dataset and used to train machine 

learning for accurate prediction. Experimental results indicate a high 

classification accuracy, which shows the framework's capability to identify 

non-human interactions. The integration of behavioral metrics with machine 

learning contributes to robust, adaptive bot detection, and enhancing the 

integrity and security of the digital systems. 



Adaptive Behavioral Authentication for Bot Detection Using ML                                                 2025, Vol. 07, Issue 05 May 

   

International Research Journal on Advanced Science Hub (IRJASH) 508 

 

1.2. Mouse Movement Patterns 

Human users tend to display natural, erratic mouse 

movements influenced by coordination. These 

include subtle hesitations, curvature in paths, and 

variable speeds when navigating or clicking. In 

contrast, bots often exhibit straight-line trajectories 

or constant velocity motion. By logging 

coordinates, speed changes, acceleration, and path 

curvature, we extract features that help in 

distinguishing automated input from organic 

human behavior. [Figure 1] 

 

 
Figure 1 Mouse Movement Visualization 

 

Figure 1 imagines the movement of a mouse on the 

screen during the time period. The image depicts 

the path and the pattern of the cursor, which can be 

used to analyze user behavior, interaction and work 

performance in studies related to interactions 

between people and computers. The dynamic 

nature of mouse movements provides insight into 

the user's decision-making process, work 

efficiency and general user experience. 

1.3. Keystroke Behavior  

Keystroke behavior refers to a specific pattern of 

how an individual type, which contains time-like 

factors between keystrokes (intermediate delay) 

and each key is pressed (dwell time). It varies 

considerably among individuals and is influenced 

by content, typing skills and cognitive load. 

Humans references are inconsistent keystroke 

patterns based on complications and experience. 

Conversely, robots usually perform the same and 

predictive keystrokes, often lack of natural 

variation over time. By analyzing the keystroke 

behavior, we can distinguish between people and 

both users, as the bot tends to maintain fixed 

intervals and rhythms, while the human input 

shows irregularities and natural pauses. (Figure 2) 

 
Figure 2 Time Features Used for Two-Keys 

 

2. Proposed Methodology 

The proposed methodology involves a systematic 

approach to processing and analyzing user 

interaction data, specifically focusing on mouse 

movement patterns and typing speed. This section 

outlines the structured flow adopted to detect 

human and bot behavior. 

2.1. Feature Identification and Extraction 

Behavioral features are extracted from raw user 

interaction data to distinguish between human 

users and bots. From mouse interactions, the 

system evaluates parameters such as average 

speed, direction changes, and path deviation, 

which are key indicators of user intent and natural 

movement. These behavioral signals vary in 

complexity and fluidity in humans, whereas bots 

typically exhibit mechanical or overly consistent 

motion patterns. To mathematically model the 

dynamics of mouse movements, the system utilizes 

a log-normal velocity profile defined as: 

 
Here, di is the distance of the i-th stroke, t0i 

denotes the initial time of movement, and µi, σi 

represent the mean and standard deviation of the 

log-normal distribution. This function effectively 

characterizes how human users accelerate and 

decelerate over time, which bots often fail to 

mimic. The total resultant velocity across multiple 

segments is computed as: 

 
For keystroke behavior, the system does not 

merely assess typing speed but captures deeper 

temporal patterns such as key press duration, 

release time, inter-key latency, and flight time 

between successive keystrokes. These features 
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reflect cognitive and motor functions unique to 

human users. Bots, in contrast, tend to produce 

uniform and predictable keystroke timings. To 

quantify behavioral deviation, the system applies 

the Euclidean distance formula: 

 
classification model, which allows for more accurate 

prediction by taking advantage of the supplementary 

user behavior. [3] 

2.2. Model Training and Validation 

A model is prepared to be generated after refining 

the raw keystroke timing data. This includes 

recording the press and release timestamps of 

constituent keys in sequential order. Such 

refinement aids in capturing essential behavioral 

characteristics that mirror the user engagement 

patterns over a specified period of time. In 

particular, the following features are calculated: 

 Hold time (H): Measurement of the duration 

for which a key is depressed on the 

keyboard.   

 Down-Down time (DD): Time span 

elapsing between the press of a key and 

pressing another key subsequently.   

 Up-Down time (UD): Time lapse from key 

release to the subsequent key press. (Figure 

3) 

 

 

Figure 3 Keystroke Time Data 

Thus, these features are integrated and averaged into 

a user profile vector which indicates the hold time, 

UD time, DD time, and their standard deviation, 

alongside user ID features.  After these feature 

vectors are captured, they are fed into a supervised 

learning model which sorts the users into two 

categories: human and bot. Multi-interaction 

trajectories based classification and motion based 

pattern recognition is used to validate the 

classification, as illustrated in Figure 4. The system 

is challenged with several synthetic strategies of bot 

generation, such as:  

 Knowledge-Based Bots: which navigate 

using linear, quadratic, or logarithmic 

velocity profile forms.   

 GAN-Based Bots: which emulate bot 

activity using Generative Adversarial 

Networks.  (Figure 4) [4] 

 

 
Figure 4 Evaluating Models Across Various 

Interaction Paths and Bot Categories 

 

Furthermore, the model is tested under diverse 

velocity profiles (VPs) which embody the dynamic 

human typing motions. For evaluation, the model 

accuracy is calculated through the use of the Equal 

Error Rate (EER), a common approach in evaluating 

classification performance where two groups are 

considered. Figure 4 illustrates that the proposed 

neuromotor model does not lag in accuracy in most 
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trajectories and bot types. Combining the 

neuromotor model together with baseline methods 

lowers EERs the most, meaning better 

generalization and increased resilience to bots 

masking themselves as human users.  

2.3. Experimental Setup 

Experimental Bot Detection framework was 

designed to systematically capture and analyze user 

interaction data, which focuses on important 

behavioral functions, especially writing speed and 

mouse movement. This environment enabled 

comparative analysis of human vs bot behavior, 

which is important for later discovery and 

classification functions. 

2.4. User Interaction Interface 

An online interface was developed to guide users 

through writing and cursor movement features. The 

design of the interface ensured that users interacted 

with the system in such a way that mimics the real 

world situations. This interface was responsible for 

capturing two essential behavioral functions: writing 

speed and mouse movement dynamics. The writing 

speed was measured as the characters written per 

time, reflecting human writing variability, as 

opposed to bot, where often the prognosis, 

continuous speed. The mouse movement was caught 

by tracking the cursor path, which included the time 

it was taken to move between the path that was taken 

and the points on the screen. Human movements are 

non-relative and varying, while robots usually 

follow repetitive paths. The interface enabled real -

time data capture, and ensured that all interactions 

were recorded accurately by reducing external 

factors that can affect the results. [5] 

2.5. Data Recording Mechanism 

To capture real-time interaction data, JavaScript was 

used to log in the time stamps of the keypress events 

and to continuously track the cursor position 

updates. The Keypress events were logged with an 

accurate timely stamp, which enables the 

measurement of writing speed and the time for 

individual keystrokes. This provided an accurate 

representation of the user's writing behavior. The 

system continuously traced X and Y Coordinates of 

the cursor, capturing the speed of movement, 

direction and pathos on the field. Each interaction 

session was associated with a unique user or 

increases contractor, and ensured that the data can 

be accurately mapped to the respective user or fine, 

which facilitates the separation and comparison of 

human and fine data sources. (Figure 5) 

 
Figure 5 Flow Chart of Experiment 

 
2.6. Dataset Formation 

When the interaction data was collected, they were 

processed and analyzed to extract relevant matrix, 

including average writing speed, mouse trajectory. 

This matrix was collected in a structured dataset, 

where each session was labeled as human (1) or bot 

(0). This dataset formed due to the truth of the 

machine learning models, to train it to classify user 

behavior based on the features that have been 

extracted. Each label entry included the properties 

calculated and their respective human or bot labels, 

which create a reliable and consistent foundation for 

model training and verification. 

2.7. Data Preprocessing 

Before feeding the dataset in the machine learning 

model, several preprocessing stages were 

performed. The Outlier or data points that were quite 

distracted by normal behavior were removed to 

ensure that the model was not affected by abnormal 

data. The functional values were also normalized on 

a standard scale, ensuring that all functions 

contributed equally to the classification process. 

This generalization prevented a single function from 

dominating the model due to the difference in the 

data area, such as writing speed and various 

numerical limits to the mouse movement. [6] 

3. Results and Discussion 

3.1. Results 
This experimental analysis reveals significant 

behavioral differences between human and 

automated interactions in both mouse dynamics and 

keystrokes. Which appears in Figure 6. The 

acceleration profile further separates these groups 

and shows dynamic variations (0.2–1.8 px/ms) with 

continuous robot patterns (0.9 ± 0.05 px/ms²) with 
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human users. Keystroke timing analysis provides 

supplementary discriminative features, especially in 

temporal patterns. Human writing behavior reflects 

natural variability both dwell time(100-300 ms) and 

flight time (50-200ms), including absent cognitive 

stagnation and bushing correction in bot 

interactions. Automatic input machines maintain the 

collection, with a variation of 30-45% of human 

subjects, 5% of variation across sessions, over time 

and over flight time of 25 ± 1ms. The classification 

structure gained expected accuracy with AUC-Roc 

of 0.997 (F1 = 0.981 Human, 0.983 Bot), which 

confirmed the effectiveness of the combination of 

these behavioral biometrics. The model showed 

special strength in identifying sophisticated bots, 

trying human -like variability, classifying correctly 

97.6% of such adverse cases. This Error analysis 

showed that most of the misclassifications occurred 

during high cognitive load that temporarily produces 

an unusual regular interaction patterns. (Figure 6,7) 

 

 
Figure 6 Keystroke and Mouse Dynamic 

Analysis 

 

 

Figure 7 Detecting Web Bots 

3.2. Discussion 
The outcomes of the model confirmed that typing 

speed and mouse movement can effectively 

distinguish bots from human users. The irregular 

rhythm in human typing and the dynamic, curved 

cursor paths contrasted sharply with the steady 

timing and linear motion generated by bots. These 

findings validate the hypothesis that minimal, yet 

natural, interaction data can be a reliable feature set 

for real time bot detection systems. Unlike complex 

biometric systems, this approach requires minimal 

computation and can be embedded in lightweight 

front end applications [7] 

Conclusion 
This study confirms that behavior-based bot 

detection using only two features—typing speed and 

mouse movement—is feasible and effective. The 

implemented methodology demonstrated strong 

accuracy in classifying human and bot activity, 

thereby addressing the challenge of bot detection in 

web environments. The results encourage further 

research into enhancing this model with additional 

features or applying it in live online security 

systems. 
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